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Today, a high volume of multimedia information is transmitted in computer networks, such as the 

internet, that the requirement for achieving high security level against unauthorized access. the 

visual secret sharing scheme is a cryptographic system without requiring a secret key that is able 

to encrypt information in a multi - user computer network. in this research, a visual secret sharing 

scheme including two strategies for binary communications and multiple relationships were 

considered. in binary communications, an entity plays a role in the role of the server and an entity 

in the role of the client 's service in this strategy using a network - based visual secret sharing 

scheme ( 2 , 2 ) a secure approach to establish double relations where the provider entity is 

sending confidential information after authentication of the client 's service. then, two main 

phases of registration and verification are performed on the basis of the visual secret sharing 

scheme based on random networks. in tuple communication ( n , n ) an entity plays a role in the 

role of the server and several entities in the role of the service, and then two main phases of 

registration and verification are executed.  
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1. Introduction 

 
How to solve the security problem in the process of information transmission has become an 

important challenge. Image encryption is one of the important means to ensure the security and 

confidentiality of image information.the visual secret sharing scheme is designed to design a non 

- key encryption system for use in multi - user computer networks [ 1 ]. Secret Sharing ( SS ) is 

considered to be one of the most important primitives for protecting confidentiality of multimedia 

data. Image encryption is an effective method to protect private images by converting them into 

meaningless. the visual secret sharing scheme is specifically used to encrypt digital images [ 2 ]. 

in this technique, a digital image is partitioned into a number of different contributions during the 

implementation of the encryption operation. each share of the generated share does not provide 

information from the main image. during the decoding operations, the main image can be 

reconstructed by having the share of them. in figure 1, the encryption process is shown 

schematically, in figure 2, the process of decoding the visual secret sharing scheme. 
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Fig. 1. the process of encryption scheme of visual secret [ 3 ] 

  

Fig. 2. the decoding process of the visual secret sharing scheme [ 3 ] 

 
In general, the visual secret sharing scheme is partitioned into two categories of random networks 

and visual cryptography [ 4 ]. in the visual secret sharing scheme, we need a book to perform 

encryption operations required to perform encryption operations. however, in scheme of visual 

secret sharing scheme based on random networks in order to perform encryption operations, no 

code is required. also, in the visual secret sharing scheme, there is a problem for the spread of 

pixels, but in the visual secret sharing scheme based on random networks there is no problem to 

spread the pixels. therefore, a visual secret sharing scheme based on random networks has better 

performance than the visual secret sharing scheme because of the lack of instruction manual and 

lack of difficulty in creating the pixels. the only common point is the visual secret sharing scheme 

based on visual cryptography and the visual secret sharing scheme based on random networks 

that do not require a secret key to perform encryption and decryption operations. in this research, 

the scheme of visual secret sharing based on random networks has been considered in order to 

establish secure communications. in the proposed method, a visual secret sharing scheme based 

on random networks is used to share the different share of users in order to secure connections in 

computer networks. In the proposed method, the problem of key management is missing because 

the visual secret sharing scheme based on random networks is a cryptographic system without 

requiring a secret key. 

 

2. Research assumptions 

 
Primary and primary answers to research questions are called research hypotheses. according to 

the questions, the research hypotheses are stated as follows. the validity of the research hypotheses 

must be examined on the basis of the evaluations done. 

 In the visual secret sharing scheme based on random networks, the generated share of the 

security level is high. 

 In the visual secret sharing scheme based on random networks, the reconstructed image is of 

high visual quality. 

 

3. Design of the proposed method 

 

In order to design the proposed method, two strategies are considered. in the first strategy, binary 
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communications are considered as the main constraints and in the second strategy, multiple 

connections are considered as the main components .in the first strategy, double communication 

is considered in computer networks. in this strategy, using scheme based on random networks, a 

secure approach is designed to establish double relations. in the registration phase, the entity 's 

existence must be identified by the provider entity and receive a security code. for this purpose, 

first, the entity 's entity is sending a request message to the provider entity. then, the server entity 

of a binary image is randomly selected from the data pool. 

 
Fig. 3. a binary image encryption algorithm by two random networks 

 

In the authentication phase, the provider entity demands a security code to send information to 

the service provider. the provider entity must transmit the second random network to the provider 

entity. the provider calls the first random network and the binary image. using the first and second 

random network, the binary image is reconstructed. 

 

 
Fig. 4. algorithm of decoding a binary image by two random networks 

 

In the second strategy, multiple connections are considered in computer networks. suppose that 

in multiple connections a single entity in the role of service provider and m entity is considered 

to be in the role of the service. in the registration phase, the entity of all services must be identified 

by the provider entity and each service provider should receive a security code. for this purpose, 

at first all services are sent to the server. then, the server entity of a binary image is randomly 

selected from the data pool. 
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Fig. 5. a binary image encryption algorithm by n random networks 

 

In the authentication phase, the provider entity demands a security code to send information to 

the service provider. in this stage, all service providers must send their security code to the server. 

 

 

Fig. 6. algorithm for decoding a binary image by n random networks 

 

Table 1. proposed method parameters 

 
Row Variable Meaning 

1 B Binary image 

2 'B Reconstruction image 

3 iR   Random network i 

4 W The length of the binary image in pixels 

5 H The width of the binary image in pixels 

6 M Number of connections 

7 N The number of random networks 

8 T(R) Average brightness intensity of random 

network  

9 ⨁ Indicates the XOR operator 

 

4. Encryption system 

In the first strategy, a visual secret sharing scheme based on random networks ( 2 , 2 ) was 

proposed to encrypt the binary images . to improve the visual quality of the reconstructed image, 

the xor operation is used in the decoding phase. in table 2, the xor operation is shown on two 

random networks. 

In the second strategy, a visual secret sharing scheme based on random networks ( n , n ) was 

proposed to encrypt the binary images . in table 3, the xor operation is shown on three random 

networks. 

 [
 D

ow
nl

oa
de

d 
fr

om
 io

rs
.ir

 o
n 

20
25

-0
8-

26
 ]

 

                             4 / 15

http://iors.ir/journal/article-1-786-en.html


Establishing secure communication based on the design of a visual secret 

sharing scheme 

153 

 

 

Table 2. XOR operation on two random networks 

 
𝑟𝑖⨁𝑟𝑗 𝑟𝑗 ∈ 𝑅𝑖 𝑟𝑖 ∈ 𝑅𝑖 

0 0 0 

1 1 0 

1 0 1 

0 1 1 

Table 3. XOR operation on three random networks 

 
𝑟𝑖⨁𝑟𝑗⨁𝑟𝑘 𝑟𝑗 ∈ 𝑅𝑖 𝑟𝑘 ∈ 𝑅𝑘 𝑟𝑖 ∈ 𝑅𝑖 

0 0 0 0 

1 1 0 0 

1 0 1 0 

0 1 1 0 

1 0 0 1 

0 1 0 1 

0 0 1 1 

1 1 1 1 

 

5. Evaluation criteria 

 
In order to evaluate the encryption system, two criteria of security level and visual quality should 

be considered. from the point of view of security level, it should be proved that each of the random 

networks alone provides information of the image. and from the point of view of visual quality, 

the results of random network decoding should be in order to detect the desired image by the 

human visual system. to prove the criteria for evaluating the level of safety and visual quality, 

relations 1 and 2 must be proved. in these relations, the variable r represents the random network, 

the variable b ( 0 ) represents pixels in the original image that have a value of zero and the variable 

b ( 1 ) represents pixels in the original image with a value of 1 . 

 
(1) 

𝑇(𝑅) =
1

2
 

(2) 𝑇 (𝐵′(𝐵(0))) > 𝑇 (𝐵′(𝐵(1))) 

 

6. Implementation of strategies 

 
In order to implement the first strategy, a binary image is considered as the input of the algorithm. 

the binary image is transformed into two random networks. each of the random networks alone 

provides information from the original image to the attackers. two random networks are decoded 

in the authentication phase and a reconstruction image is generated. in figure 7, the results of the 

implementation of the encryption system are shown in the first strategy. 
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In order to implement the second strategy, a binary image is considered as the input of the 

algorithm. the binary image is converted to n random networks in the registration phase. in fig. 8, 

the results of the implementation of the encryption system are shown in the second strategy with 

three stochastic networks. in figure 9, the results of the implementation of the encryption system 

are shown in the second strategy with four random networks. the reconstructed image in both 

strategies is exactly the same in terms of visual quality. 

 

 
 

 

Fig. 7. Implementation results of the encryption system in strategy first 

 

 
 

 

Fig. 8. results of implementation of encryption system in second strategy with three 

random networks 
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Fig. 9. results of implementation of encryption system in second strategy with four 

stochastic networks 

 

 

7. Security level assessment 

 
In the first strategy, a visual secret sharing scheme based on random networks ( 2 , 2 ) is designed 

to establish secure connections . from the point of view of the security level criterion, it should be 

proved that the average intensity of the light intensity of both random networks is 0.5. based on 

the proposed algorithm in figure 3, the first random network ( r _ 1 ) is generated in a completely 

randomized process. each pixel in the first random network is based on a random process of milk 

or value line. thus, the average intensity of the first random network is 0.5. accordingly, the 

relationship no. 3 always exists. 

 

(3) 
𝑇(𝑅1) =

1

2
 

 

 Also, based on the algorithm presented in figure 3, the relationship no. 4 and 5 is established. 

 
(4) 

𝑇(𝑅2[𝐵(0)]) = 𝑇(𝑅1[𝐵(0)]) =
1

2
 

 

(5) 
𝑇(𝑅2[𝐵(1)]) = 𝑇(𝑅1[𝐵(1)]̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ) =

1

2
 

Based on equation 6, equation 7 is shown. 

 
(6) 𝑅2 = 𝑅2[𝐵(1)] ∪ 𝑅2[𝐵(0)] 
(7) 

𝑇(𝑅2) =
1

2
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In the second strategy, a visual secret sharing scheme based on random networks ( n , n ) is 

designed to establish secure connections . from the point of view of the security level criterion, it 

must be proved that the average of the average intensity of the random network n is 0.5. based on 

the proposed algorithm in figure 5, the number of n - 1 random networks are valued completely 

by the milk or line process. thus, equation 8 always exists. 

 

(8) 
𝑇(𝑅1) = 𝑇(𝑅2) = ⋯ = 𝑇(𝑅𝑛−1) =  

1

2
 

 

Assume that the variable a _ ( n - 1 ) represents the result of the operation on n - 1 random 

network. otherwise, equation 9 is established. 

 

(9) 
𝑇(𝐴𝑛−1) = 𝑇(𝑅1⨁𝑅2⨁ … ⨁𝑅𝑛−1) =

1

2
 

 

Also, based on the proposed algorithm in figure 5, the number of numbers 10 and 11 will be 

established. 

 
(10) 

𝑇(𝑅𝑛[𝐵(0)]) = 𝑇(𝐴𝑛−1[𝐵(0)]) =
1

2
 

(11) 
𝑇(𝑅𝑛[𝐵(1)]) = 𝑇(𝐴𝑛−1[𝐵(1)]̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅) =

1

2
 

 

On the basis of equation 12, equation 13 is shown. 

 
(12) 𝑅𝑛 = 𝑅𝑛[𝐵(1)] ∪ 𝑅𝑛[𝐵(0)] 
(13) 

𝑇(𝑅𝑛) =
1

2
 

 

8. Visual quality assessment 

Table 4. Possible modes for generating the reconstructed image in the strategy first 

 

b′ ∈ B′ rj ∈ R2 rk ∈ R1 b ∈ B 

0 0 0 0 

0 1 1 

1 1 0 1 

1 0 1 

 

Table 5. results of the visual quality of the reconstructed image in the first strategy 

 
Characteristic Value 

T (B′(B(0))) 1 

T (B′(B(1))) 0 

T (B′(B(0))) > T (B′(B(1)))  
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Table 6. possible scenarios for the generation of reconstructed image in the second 

strategy with three random networks 

 

b′ ∈ B′ ri ∈ R3 rj ∈ R2 rk ∈ R1 b ∈ B 

0 0 0 0 0 

0 1 1 0 

0 1 0 1 

0 0 1 1 

1 1 0 0 1 

1 0 1 0 

1 0 0 1 

1 1 1 1 

 
In this stage, the use of the Xor operator instead of operator or improves the visual quality of the 

reconstructed image. 

 

Table 7. results of the visual quality of the reconstructed image in the second strategy with 

three random networks 

 

Characteristic Value 

T (B′(B(0))) 1 

T (B′(B(1))) 0 

T (B′(B(0))) > T (B′(B(1)))  

 

 

 

Table 8. possible scenarios for the generation of reconstructed image in the second 

strategy with four random networks 

 

b′ ∈ B′ rp ∈ R4 ri ∈ R3 rj ∈ R2 rk ∈ R1 b ∈ B 

0 0 0 0 0 0 

0 1 1 0 0 

0 1 0 1 0 

0 0 1 1 0 

0 1 0 0 1 

0 0 1 0 1 

0 0 0 1 1 

0 1 1 1 1 
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1 1 0 0 0 1 

1 0 1 0 0 

1 0 0 1 0 

1 1 1 1 0 

1 0 0 0 1 

1 1 1 0 1 

1 1 0 1 1 

1 0 1 1 1 

 

According to tables 4, 6, and 8, the reconstructed image in terms of visual quality is exactly the 

same as the original binary image. 

 

Table 9. Visual quality results of the reconstructed image in the second strategy with four 

random grids 

 

Characteristic value 

T (B′(B(0))) 1 

T (B′(B(1))) 0 

T (B′(B(0))) > T (B′(B(1)))  

9. Resistance to attacks 

 

 
 

fig. 10. the resistance scheme of the visual secret sharing scheme based on random 

networks ( 2 , 2 ) against attacks 
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Fig. 11. the resistance scheme of the visual secret sharing scheme based on random 

networks ( 3 , 3 ) against attacks 

 

In this section, the resistance of encryption system against attacks is shown. in order to evaluate 

the robustness of attacks, encryption algorithms are evaluated. assume that an attacker intends to 

generate a random network and introduce itself as a legitimate user. in the following, the system 

robustness against the attack will be investigated. 

 Scheme based on random networks ( 2 , 2 ) 

 

In the first strategy, the entity 's existence must send a second random network to the provider 

entity. therefore, if the attacker wants to introduce himself as a legitimate user, it should be able 

to produce a second random network. the only way to generate a second random network for the 

attacker is to guess all of the pixels of the second random network. suppose that the attacker 

generates a random network and sends for the authentication phase to the client. the client 's 

service is based on the received random network and the first random network is trying to 

reproduce the image. however, given that the second random network is incorrectly generated, it 

is not possible to reconstruct the image for the client. therefore, the attacker identity is not verified. 

in figure 4 - 4, the resistance scheme for the visual secret sharing scheme based on random 

networks ( 2 , 2 ) is shown in response to attacks. 

 

 Scheme based on random networks ( 3 , 3 ) 

In the second strategy and in the visual secret sharing scheme based on random networks ( 3 , 3 ) 

, the first receiver must send the second random network to the provider entity and the second 

service provider shall transmit the third random network to the provider entity . so, if the attacker 

wants to introduce himself as a legitimate user, it should be able to introduce himself as a 

legitimate recipient. in fact, the only way to solve the attacker is to generate the second random 

network or third random network. suppose that the attacker generates a random network and sends 

for the authentication phase to the client. the client 's service is based on the received random 

network and the first random network is trying to reproduce the image. however, considering that 

the received random network is incorrectly generated, it is not possible to reconstruct the image 

for the client. therefore, the attacker identity is not verified. in figure 4 - 5, the resistance of the 
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visual secret sharing scheme based on random networks ( 3 , 3 ) is shown in the presence of 

attacks. 

 

10. Contrast analysis 

 
Suppose that variable b represents the original image and variable b ^ ' variable representing the 

reconstruction image. then, the contrast of the image is calculated based on the relationship no. 

14. the numerical value of one means that the reconstructed image is exactly the same as the 

original image. 

 
(14) 

∝=
𝑇 (𝐵′(𝐵(0))) − 𝑇 (𝐵′(𝐵(1)))

1 + 𝑇 (𝐵′(𝐵(1)))
 

Table 10. analyze contrast scheme of proposed visual secret 

 

Characteristic Contrast value 

visual secret sharing 

scheme (2،2) 

1 

visual secret sharing 

scheme (3،3) 

1 

visual secret sharing 

scheme (4،4) 

1 

 

11. Method comparison 

 

In the proposed method, all encryption systems have the highest contrast. 

 

In this section, the proposed visual secret sharing scheme is compared with other algorithms from 

the point of contrast criterion. in table 4 - 8, the results of the proposed method are compared with 

other methods based on contrast criteria. as shown in the table, all encryption systems have the 

highest contrast in the proposed method. in fact, in the proposed visual secret sharing scheme, the 

reconstructed images are exactly the same as the original images. therefore, from point of view 

point of contrast, the proposed visual secret sharing scheme has better performance than other 

algorithms.  

 

Table 11. comparison of the proposed method with other methods based on contrast 

criteria 

 

Algorithm 
Type of encryption 

scheme 
parameter 

Decoding 

operator 
Contrast amount 

The first 

algorithm [5] 

visual secret sharing 

scheme (n,n) 
n=2 OR ∝=

1

2
 

The second 

algorithm [5] 

visual secret sharing 

scheme (n,n) 
n=2 OR ∝=

1

5
 

The third 

algorithm [5] 

visual secret sharing 

scheme (n,n) 
n=2 OR ∝=

1

4
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The fourth 

algorithm [6] 

visual secret sharing 

scheme (n,n) 
n=3 OR ∝=

1

4
 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 
n=2 XOR ∝= 1 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 
n=3 XOR ∝= 1 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 
n=4 XOR ∝= 1 

 

In this section, the proposed visual secret sharing scheme is compared with other algorithms in 

point of view of the problem of spreading pixels. the problem of spreading pixels occurs when 

the reconstructed image has larger dimensions than the original image. in table 4 - 9, the results 

of comparison of the proposed method with other methods are shown in point of view of the 

problem of spreading pixels. as it is known, the pixel expansion rate in all the proposed algorithms 

is equal to 1. in other words, there is no problem for spreading the pixels. the reason for this is 

that all algorithms are based on random network sharing scheme. it was noted that algorithms in 

the visual secret sharing scheme based on visual cryptography have the problem of spreading 

pixel. the pixel expansion rate of this algorithm is 2 or 4. 

 

The sensitive Analyses 

 Operator OR 

The output of this operator is 1 if both variables are variables or one of the parties 1. this operator 

is done between two binary numbers and the single single single house is together. the operator 

or, if the output of 1 / 1, if all of the home is 0, then the result will be 0. 

 

 

 Operator Xor   

The xor operation is performed between two binary numbers and one single single home is xor 

operation with the xor. the output of this operator is one that is only one of the parties. 

 

Table 12. comparison of the proposed method with other methods from point of view point 

of problem development 

 

Algorithm Type of encryption parameter Expantion rate 

The first 

algorithm [5] 

visual secret sharing 

scheme (n,n) 
n=2 1 

The second 

algorithm [5] 

visual secret sharing 

scheme (n,n) 
n=2 1 

The third 

algorithm [5] 

visual secret sharing 

scheme (n,n) 
n=2 1 

The fourth 

algorithm [6] 

visual secret sharing 

scheme (n,n) 
n=3 1 
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The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 
n=2 1 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 
n=3 1 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 
n=4 1 

 
In [ 7 ] , published in 2020 , a secure communication system based on a semantic visual secret 

sharing scheme is presented . in this system, a visual secret sharing scheme ( 2 , 2 ) is proposed 

in which two random networks are located in two colored images . in table 13, the results of the 

proposed method are shown by the method presented in article 7. as it is clear, the proposed 

algorithms in the proposed communication system from point of view of contrast criteria are 

better than the algorithm presented in article 7. the pixel expansion rate in both methods is equal 

to 1. 

 

Table 13. comparison of the proposed method with the proposed method in [ 7 ] 

 

Algorithm Type of encryption parameter rate of expansion Contrast 

measure 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 

n=2 1 ∝= 1 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 

n=3 1 ∝= 1 

The proposed 

algorithm 

visual secret sharing 

scheme (n,n) 

n=4 1 ∝= 1 

Method [23] visual secret sharing 

scheme (n,n) 

n=2 1 
∝=

1

2
 

 

 

 

12. Conclusion 

 
In 2008, Liu et al. [ 6 ] presented a novel image secret sharing scheme based on combination 

theory. in this research, a network - based visual secret sharing scheme is designed to establish 

secure connections in computer networks. in order to design the proposed method, mathematical 

relations and algorithm were used. the proposed method is designed so that there is no need for 

key management to establish secure connections between network entities. in order to design the 

proposed method, two strategies were considered. in the first strategy, binary communications 

were considered as the main predictors and in the second strategy, multiple relationships were 

considered as the main predictors. a network - based visual - secret sharing scheme for secure 

connections in computer networks was implemented and evaluated. in order to implement the 

proposed method, matlab software was used. security and visual quality measures were used to 

evaluate the encryption system. also, the rate of resistance to attacks was investigated. both 

strategies have favorable performance at the point of view of security level. the security level of 

the visual secret sharing scheme based on random networks is proved to establish binary and 

binary relations based on mathematical relations. in other words, the contrast of the reconstructed 

image in the first and second strategy is equal to one which indicates the desired performance of 

the proposed method. finally, it was shown that the proposed visual secret sharing scheme 
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outperforms other algorithms in terms of image contrast. the reason for this is to use the xor 

operator in the decoding phase. therefore, the proposed visual secret sharing scheme is better in 

comparison with other methods. in both strategies the contrast rate of the reconstructed image is 

equal to one which is improved compared to other algorithms. the contrast rate of reconstructed 

images in both strategies is improved compared to other methods. 
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